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1. Headings and Captions

The headings or captions contained within the Contract are intended solely for
convenience and reference purposes and shall in no way be deemed to define, limit or
describe the scope or intent of the Contract or any provisions thereof.

2. Compliance with Laws

Contractor warrants and represents that, throughout the term of the Contract, in the
performance of its obligations under the Contract, it will: (i) comply with all applicable
State and Federal laws, ordinances, rules and regulations and policies of any
governmental entity; (ii) pay, at its sole expense, all applicable permits, licenses, tariffs,
tolls and fees; and (iii) give all notices required by any laws, ordinances, rules, and
regulations of any governmental entity.

3. Jurisdiction or Venue

Any action, suit or proceeding to enforce any provision of, or based on any matter
arising out of or in connection with this Contract shall be brought in any New York state
court located in Albany County or any federal court located in the Northern District of the
State of New York.

4. Summary of Policy and Prohibitions on Procurement Lobbying

State Finance Law 88139-j and 139-k impose certain restrictions on communications
between the Department and Offerors during the procurement process. Offerors are
restricted from making contact, from the earliest posting, on the Department’s website,
in a newspaper of general circulation, or in the procurement opportunities newsletter in
accordance with Article four-C of the Economic Development Law, of written notice,
advertisement or solicitation of a Request for Proposal, invitation for bids, or solicitation
of proposals, or any other method provided for by law or regulation to solicit offers/bids
through final award and approval of the procurement contract by the Department and, if
applicable, the Office of the State Comptroller (“restricted period”), to other than
designated staff unless it is a contact that is included among certain statutory
exceptions set forth in State Finance Law §139-j(3)(a). A finding of non-responsibility
can result in rejection for contract award and in the event of two findings within a four-
year period, the Offeror shall be debarred from obtaining governmental Procurement
Contracts. Further information about these requirements can be found on the OGS
website: https://ogs.ny.gov/acpl.
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5. Notice of Substantial Change in Contractor Status

In addition to the requirements of New York State Finance Law 8138 (requiring the
State’s approval of subcontractors and assignments and/or conveyances), the
Contractor shall notify the Department of any substantial change in the ownership or
financial viability of the Contractor, its Affiliates, subsidiaries or divisions, or partners, in
writing immediately upon occurrence. “Substantial change” means: (i) sales,
acquisitions, mergers or takeovers of the Contractor, its Affiliates, subsidiaries,
divisions, or partners that result in a change in the controlling ownership or assets of
such entity after the submission of the Bid or execution of Contract; (ii) entry of an order
for relief under Title 11 of the United States Code; (iii) the making of a general
assignment for the benefit of creditors; (iv) the appointment of a receiver of Contractor’'s
business or property or that of its Affiliates, subsidiaries or divisions, or partners; or
action by Contractor, its Affiliates, subsidiaries or divisions, or partners under any State
insolvency or similar law for the purposes of its bankruptcy, reorganization, or
liquidation; or (v) court ordered liquidation of Contractor, its Affiliates, subsidiaries or
divisions, or partners.

Upon the Department’s receipt of such notice, the Department shall have thirty (30)
business days from the date of notice to review the information. The Contractor may not
transfer the Contract to or among Affiliates, subsidiaries or divisions, or partners, or to
any other person or entity, without the express written consent of the Department. In
addition to any other remedies available at law or equity, the Department shall have the
right to terminate the Contract, in whole or in part, for cause, if it finds, in its sole
judgment, that such substantial change adversely affects the delivery of Services or is
otherwise not in the best interests of the State.

6. Notice of Circumstances Expected to Adversely Affect Contractor’s
Performance

The Contractor shall immediately notify Department upon learning of any situation that
can reasonably be expected to adversely affect the delivery of Project Services under
the Contract. If such notification is verbal, the Contractor shall follow such initial verbal
notice with a written notice to Department within three (3) calendar days of Contractor’s
becoming aware of the situation. The written notification shall include a description of
the situation and a recommendation of a resolution.

7. Severability
In the event that one or more of the provisions of the Contract shall for any reason be

declared unenforceable by a court of competent jurisdiction under the laws or
regulations in force, such provision(s) shall have no effect on the validity of the



remainder of the Contract, which shall then be construed as if such unenforceable
provision(s) was never contained in the Contract.

8. Waiver of Breach

No term or provision of the Contract shall be deemed waived, and no breach excused,
unless such waiver or consent shall be in writing and signed by the Party claimed to
have waived or consented. No consent by a Party to, or waiver of, a breach under the
Contract shall constitute consent to, a waiver of, or excuse for any other, different or
subsequent breach. The rights, duties and remedies set forth in the Contract shall be in
addition to, and not in limitation of, rights and obligations otherwise available at law or
equity. No delay or omission to exercise any right, power or remedy accruing to either
party upon breach or default by the other under this Contract shall impair any such right,
power or remedy.

9. Force Majeure

Neither Party to the Contract shall be liable or deemed to be in default for any delay or
failure in performance under the Contract resulting directly or indirectly from acts of
God, civil or military authority, acts of public enemy, wars, riots, civil disturbances,
insurrections, accident, fire, explosions, earthquakes, floods, the elements, acts or
omissions of public utilities or strikes, work stoppages, slowdowns or other labor
interruptions due to labor/management disputes involving entities other than the Parties
to the Contract, or any other causes not reasonably foreseeable or beyond the control
of a Party. Each Party is required to use best efforts to eliminate or minimize the effect
of such events during performance of the Contract and to resume performance of the
Contract upon termination or cessation of such events.

10. Modification of Contract

The Contract may be amended only by mutual written consent of the Parties and
approved by the New York State Attorney General and Office of the State Comptroller, if
required.

11. Change Request

At any time during the term of this Contract, the Department may make changes,
subtractions or additions in any of the equipment, software, documentation, Project
Services and/or other Deliverables within the general scope of work set forth in the
Contract, consistent with pricing established under the terms of the Contract. All such
changes shall be made using a mutually agreed upon form executed by the Parties and
shall otherwise be in accordance with the terms and conditions of the Contract. If any
such change causes an increase or decrease in pricing or the time required for the



performance of the Contract, an equitable adjustment of the Contract amount and/or
time of performance will be made on mutual agreement of the Parties, subject to the
approval of the New York State Office of the State Comptroller and any applicable
control agency, if required.

12. Piggybacking

Contractor acknowledges and agrees that, pursuant to State Finance Law 8 163(10)(e),
the New York State Office of General Services may authorize and approve purchases
from contracts between Contractor and Department to other New York State agencies,
authorities, the United States Government or any other state, with the concurrence of
the Office of the State Comptroller and under appropriate circumstances.

13. No Third-Party Beneficiaries

Nothing contained in the Contract, expressed or implied, is intended to confer upon any
person or corporation, other than the Parties hereto and their successors in interest and
assigns, any rights or remedies under or by reason of the Contract.

14. Work Outside of Scope of the Contract

The Contractor must not perform work outside the scope of the Contract unless such
work is authorized by a properly executed written amendment to the Contract, and if
applicable, approved by the Office of the State Comptroller. Work not so authorized
shall not be compensated.

15. Contract Payments

Payments for commodities received or Services rendered shall be in accordance with
the Contract. The State’s payment obligations shall be governed by the provisions of
the New York State Finance Law (“SFL”) Article 11-A.

16. Liability for Taxes

a) The Department represents that the purchases on behalf of the State of New
York are not subject to any state or local sales or use taxes, or to federal
excise taxes.

b) Contractor remains liable and solely responsible without exemption for social
security, unemployment insurance, workers’ compensation and other taxes and
obligations to which Contractor may be subject to by law.



17. State’s Authority to Conduct Financial and Performance Audits

The Contractor acknowledges that the Department and the Office of the State
Comptroller have the authority to conduct financial and performance audits of the
Contractor’s delivery of Project Services and any applicable State and federal statutory
and regulatory authorities. The audit activity may include, but is not limited to, the
review of documentary evidence to determine the accuracy and fairness of all items on
the Contractor's submission of claims for payment under the Contract, and the review of
any and all activities relating to the Contractor’s performance and administration of the
Contract.

In addition to any requirements set forth in the Contract, the Contractor shall make
available any documentation necessary to perform such reviews including the copying
of the documentation. Documentation made available by the Contractor may include,
but is not limited to, source documents, books of account, subsidiary records and
supporting work papers, claim documentation and pertinent contracts and
correspondence.

The audit provisions contained herein shall in no way be construed to limit the audit
authority or audit scope of the Office of the State Comptroller as set forth in Appendix A
of the Contract, Standards Clauses for All New York State Contracts, or any audit
requirements related to the security of the Contractor’s systems.

Further, upon request by the State, the Contractor shall cooperate with the State,
including the Office of the State Comptroller, in any investigation, audit, or other inquiry
related to the Solicitation or the resulting Contract or any related litigation, at no cost to
the State. This provision shall survive the termination of the Contract.

18. Independent Contractor

The Parties agree that the Contractor is an independent contractor, and the Contractor,
its officers, employees, agents, consultants, contractors and/or subcontractors in the
performance of the Contract shall act in an independent capacity and not as agents,
officers or employees of the State or the Department. Neither the Contractor nor any
subcontractor shall thereby be deemed an agent, officer, or employee of the State. The
Contractor agrees, during the term of the Contract, to maintain at the Contractor’s
expense those benefits to which its employees would otherwise be entitled by law,
including health benefits, and all necessary insurance for its employees, including
workers’ compensation, disability and unemployment insurance, and to provide the
Department with certification of such insurance upon request. The Contractor remains
responsible for all applicable federal, State, and local taxes, and all Federal Insurance
Contributions Act payments.



19. Subcontracting

If allowed in the solicitation, the Contractor may arrange for specified portions of its
responsibilities to be subcontracted. The Contractor shall not in any way be relieved of
any responsibility under the Contract by any subcontract. The Contractor shall be solely
responsible to the Department for the acts or defaults of its Subcontractor(s) and of
such Subcontractors' officers, agents, and employees, each of whom shall for this
purpose, be deemed to be the agent or employee of the Contractor to the extent of its
subcontract. Any Deliverable provided or furnished by a Subcontractor shall be deemed
for purposes of the Contract to be provided or furnished by the Contractor.

The Contractor shall inform each Subcontractor fully and completely of all provisions
and requirements established by the Contract and enter into a written subcontract.
Such subcontract shall include the functional equivalent of the Contract, and include
such clauses:

« That the work performed by the Subcontractor must be in accordance with the
terms and conditions of this Contract.

» That nothing contained in such subcontract shall impair the rights of the
Department or the State.

+ That nothing contained in the subcontract shall create any contractual
relationship between the Subcontractor and the Department or the State.

* That the State and Department shall have the same authority to audit the
records of all Subcontractors as it does those of the Contractor.

» That Subcontractor shall cooperate with any investigation, audit, litigation or
other inquiry related to the Solicitation or the resulting Contract.

« That Subcontractor shall maintain and protect against any unauthorized
disclosure of records with respect to work performed under the subcontract in
the same manner as required of the Contractor

« The Contractor shall require that the Subcontractor must pass through all
terms and conditions of the Contract, including but not limited to Appendix A,
to any lower tier subcontractors.

* Unless waived by the Department, each subcontract shall expressly name the
State of New York through the Department as the sole intended third party
beneficiary of such subcontract.

The Department reserves the right to review and approve or reject any subcontract with
a Subcontractor, as well as any amendments to said subcontract(s). This right shall not
make the Department or the State a party to any subcontract or create any right, claim,

or interest in the Subcontractor or proposed Subcontractor against the Department.

The Department reserves the right, at any time during the term of the Contract, to verify
that the written subcontract between the Contractor and Subcontractor(s) is in
compliance with all of the provisions of this Contract. In addition to other remedies



allowed by law, the Department reserves the right to terminate the Contract for cause if
an executed subcontract does not contain all of the required provisions.

The Contractor shall give the Department immediate notice in writing of the initiation of
any legal action or suit which relates in any way to a subcontract with a Subcontractor
or which may affect the performance of the Contractor’s duties under the Contract.
Failure to disclose the identity of any and all Subcontractor(s) used by the Contractor as
required hereunder may, at the sole discretion of the Department, result in a
disqualification of the Subcontractor, if not immediately cured, or may result in
termination of the Contract for cause. The Contractor shall pay all Subcontractors for
and on account of Project Services and/or Deliverables provided by such
Subcontractors in accordance with the terms of their respective subcontracts. If and
when required by the Department, the Contractor shall submit satisfactory evidence that
it has made such payment. The Contractor shall, within five (5) Business Days of the
Department’s written request, file promptly with the Department a copy of any
subcontract providing Services for the Contract.

20. Contractor Staff

All Contractor Staff performing work under the Contract must: meet or exceed the
technical and training qualifications set forth in the Contract; comply with all security and
administrative requirements of the Department; possess the necessary qualifications,
training, licenses, and permits as may be required within the jurisdiction where the work
will be provided or performed; and be legally entitled to work in such jurisdiction. All
persons, corporations, or other legal entities that perform Project Services under the
Contract on behalf of Contractor shall, in performing the Project Services, comply with
all applicable Federal and State laws concerning employment in the United States.
Contractor Staff may be required to execute a Department Nondisclosure Agreement,
either before or upon arrival for work at a State facility or, if in Department’s sole
discretion, the Contractor’s Staff will otherwise have access to critical State Networks,
equipment or data.

The Department, in its sole discretion, may require the Contractor to remove from
interaction with the State, or may refuse access to State systems and facilities or
require removal from any State facility any Contractor Staff performing work under this
Contract that the Department determines poses a security risk, has a work performance
that the Department finds inadequate or unacceptable, or otherwise fails to meet the
Department’s business requirements or expectations. The Contractor shall not assign
such removed person to any aspect of the Contract without the State’s written consent.
Such action by the Department shall not relieve the Contractor of the obligation to
perform all work in compliance with the Contract terms.



For reasons of safety and public policy, the use of illegal drugs and/or alcoholic
beverages by the Contractor Staff shall not be permitted while performing any phase of
Contract work.

The State shall not be liable for any expense incurred by the Contractor Staff for any
parking or towing fees or as a consequence of any traffic infraction or parking violations
attributable to Contractor Staff.

21. Onboarding and Suitability Determinations

The Contractor, including all Contractor Staff who work on the Contract, must comply
with all State and Federal onboarding and security clearance requirements, at its own
expense.

Contractor is responsible, at its own expense, for making suitability determinations on its
Contractor Staff prior to the staff member performing any work in connection with this
Contract. For purposes of this provision, a “suitability determination” is a determination
that there are reasonable grounds to believe that an individual will likely be able to
perform the Contract requirements without undue risk to the interests of the State.

Upon request of the State, the Contractor shall certify to the State that the suitability
determinations required by this provision have been completed for all Contractor Staff
performing work in connection with this Contract.

Failure of a security clearance or non-compliance with this provision will disqualify any
Contractor Staff from performing any Services under the Contract. All expenses,
including travel and lodging, associated with the onboarding and security clearance
process, including fingerprinting of Contractor Staff, if required, are the responsibility of
the Contractor and are not reimbursable.

If Contractor Staff have any lapse in work under the Contract, such individuals may be
subject to all onboarding and security clearance requirements if they are returned to
performing Project Services under the Contract.

The State also reserves the right to: (a)conduct a background check or otherwise
approve any Contractor Staff performing work on this Contract or having access to
Data; and (b) refuse access to, eject or require replacement of any personnel at the
Department’s discretion for any reason.

22. Separation of Duties
The Department requires the Contractor to follow security best practices by adhering to

separation of job duties and limiting Contractor Staff access to Data to the minimum
necessary to accomplish the intended purpose (i.e., job duties).
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23. Dispute Resolution

Unless otherwise agreed to in writing by the Parties, any dispute raised by the
Contractor concerning any question of fact or law arising under the Contract which is
not disposed of by mutual agreement of the Parties shall be decided initially by the
designee of the Commissioner (“Commissioner”). A copy of the written decision shall
be furnished to the Contractor. The Parties shall proceed diligently with the
performance of the Contract and shall comply with the provisions of such decision and
continue to comply pending further resolution of any such dispute as provided herein.
The decision of the designee of the Commissioner shall be final and conclusive unless,
within ten (10) Days from the receipt of such decision, the Contractor furnishes the
Commissioner a written appeal. In the event of an appeal, the Commissioner shall
promptly review the initial decision, and confirm, annul, or modify it. The decision of the
Commissioner shall be final and conclusive unless, as determined by a court of
competent jurisdiction, it violates one of the provisions of section 7803 of the Civil
Practice Law and Rules (“Article 78”). Pending final decision of any Article 78
proceeding, the Parties shall diligently perform the Contract in accordance with the
Commissioner’s decision.

24. Indemnification and Limitation of Liability

a. Indemnification:

Contractor shall be fully liable for the actions of its agents, officers, employees, partners,
or subcontractors, and shall fully indemnify and save harmless the State, without
limitation, from suits, actions, damages, and costs of every name and description
relating to personal injury and damage to real or personal property caused by
Contractor, its agents, officers, employees, partners, or subcontractors, if any, without
limitation; provided however, that the Contractor shall not indemnify for that portion of
any claim, loss, or damage arising hereunder due to the negligent act or negligent
failure to act of the State.

Contractor shall indemnify, defend and hold the State harmless, without limitation, from
any loss or damage to the State resulting from suits, actions, damages, and costs of
every name and description resulting from any criminal acts committed by Contractor’s
officers, agents, employees, and subcontractors while providing Project Services under
the Contract.

b. Indemnification for Intellectual Property Infringement:

Contractor shall indemnify, defend, and hold the State harmless, without limitation, from
and against any and all damages, expenses (including reasonable attorneys’ fees and
legal fees), claims, judgments, liabilities, and costs which may be assessed against the
State in any action for infringement of a United States Letter Patent, or of any copyright,
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trademark, trade secret, or other third-party proprietary right in relation to the Services,
products, documentation or Deliverables furnished or utilized by Contractor under this
Contract, provided that the State shall give Contractor: (i) prompt written notice of any
action, claim, or threat of infringement suit, or other suit; (ii) the opportunity to take over,
settle or defend such action, claim or suit at Contractor’s sole expense; and (iii)
assistance in the defense of any such action at the expense of Contractor. Where a
dispute or claim arises relative to a real or anticipated infringement, the State may
require Contractor, at is sole expense, to submit such information and documentation,
including formal patent attorney opinions, as the State shall require. This paragraph
shall not apply to that portion of any infringement claim which results from a material
modification by the State, without Contractor’s approval, of any products, documentation
or Deliverables furnished or utilized by Contractor pursuant to this Contract.
Notwithstanding the foregoing, the State reserves the right to join such action, at its sole
expense, when it determines that there is an issue involving a significant public interest.

C. Limitation of Liability

For all other claims against the Contractor where liability is not otherwise set forth in the
Contract as being “without limitation” or not subject to the limitation of liability provisions,
and regardless of the basis on which the claim is made, Contractor’s liability under the
Contract for direct damages shall be limited to the greater of the following: (i) $500,000
(Five Hundred Thousand Dollars); or (ii) two (2) times the amounts paid to the
Contractor for Project Services under the Contract during the twelve (12) months of the
Contract term which precedes the giving of notice of the claim by the State. For this
purpose, amounts paid shall include, but not be limited to, payments made
electronically, by check, by offset, or by the application of credits from the Contractor to
the State. Unless otherwise specifically enumerated herein, neither party shall be liable
for any incidental, punitive, consequential, indirect or special damages of any kind which
may result directly or indirectly from the performance of this Contract, including, without
limitation, damages resulting from loss of use or loss of profit by the State, the
Contractor, or by others, however caused and regardless of the theory of liability even if
such party has been informed of the possibility of such damages.

d. No Indemnification by the State:
The State does not agree to any indemnification provisions that requires the State to
indemnify or save harmless Contractor or third parties.

25. Insurance Requirements
Prior to the commencement of work, Contractor shall file with the Department
Certificates of Insurance evidencing compliance with all the requirements contained in
the Solicitation. Acceptance and/or approval by the Department does not and shall not
be construed to relieve Contractor of any obligations, responsibilities or liabilities under
the Contract.

12



Contractor shall cause all required insurance to be in full force and effect as of the
commencement date of the Contract and to remain in full force and effect throughout
the term of the Contract and as required by the Contract. Contractor shall not take any
action or omit to take any action that would suspend or invalidate any of the required
coverages during the period of time such coverages are required to be in effect.

26. Warranties and Guarantees

a. Contract Deliverables: Contractor warrants and represents that the Services
required by the solicitation and the Contract shall be performed or provided in
accordance with all the terms and conditions, covenants, statements, and
representations contained in the Contract. Contractor’s failure to meet pre-
defined service levels or service level guarantees may result in a credit or
chargeback in an amount pre- determined by the Parties.

b. Product Performance: Contractor hereby warrants and represents that Products
acquired by the State under this Contract conform to the manufacturer’'s
specifications, performance standards and documentation and that the
documentation fully describes the proper procedure for using the Products.

C. Title and Ownership: Contractor warrants and represents that it has: (i) full
ownership, clear title free of all liens; or (i) the right to transfer or deliver specified
license rights to any Products acquired by the State under the Contract.
Contractor shall be solely liable for any costs of acquisition associated therewith.
Contractor shall indemnify the State and hold the State harmless from any
damages and liabilities (including reasonable attorneys’ fees and costs) arising
from any breach of Contractor’s warranties as set forth herein.

d. Workmanship Warranty: Contractor warrants and represents that all Services
and Deliverables shall meet the completion criteria set forth in the Contract, and
that Services will be provided in a professional and workmanlike manner in
accordance with the highest applicable industry standards.

e. Personnel Eligible for Employment: Contractor warrants and represents that all
personnel performing Services under this Contract are qualified to provide
Services and eligible for employment in the United States and shall remain so
throughout the term of the Contract. Contractor shall provide such proof of
compliance as is required by Department.

f. Virus Warranty: The Contractor represents and warrants that any Product
acquired by the Department does not contain any known viruses. Contractor is
not responsible for viruses introduced at the Department’s site by third parties
who are not Contractor Staff.
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Date/Time Warranty: Contractor warrants that Product furnished pursuant to this
Contract shall, when used in accordance with the product documentation, be
able to accurately process date/time data (including, but not limited to,
calculating, comparing, and sequencing) transitions, including leap year
calculations. Where a Contractor proposes, or an acquisition requires that
specific Products must perform as a package or system, this warranty shall apply
to the Products as a system.

Where Contractor is providing ongoing Services, including but not limited to:

I. consulting, integration, code or data conversion;

il. maintenance or support Services;

iii. data entry or processing; or

iv.  contract administration Services (e.g., billing, invoicing, claim processing),
Contractor warrants that Services shall be provided in an accurate and
timely manner without interruption, failure or error due to the inaccuracy of
Contractor’s business operations in processing date/time data (including,
but not limited to, calculating, comparing, and sequencing) various
date/time transitions, including leap year calculations. Contractor shall be
responsible for damages resulting from any delays, errors or untimely
performance resulting therefrom, including but not limited to the failure or
untimely performance of such Services.

Additional Warranties: Where Contractor generally offers additional or more
advantageous warranties than those set forth herein, Contractor shall offer or
pass through any such warranties to the State.

No Limitation of Rights: The rights and remedies of the State provided in this
clause are in addition to and do not limit any rights afforded to the State by any
other clause of the Contract.

Survival of Warranties: All warranties contained in the Contract shall survive
termination of the Contract.

No Implied Warranties: To the extent permitted by law, these warranties are
exclusive and there are no other express or implied warranties or conditions,
including warranties or conditions of merchantability and fitness for a particular
purpose.

27. Ownership of and Title to Contract Deliverables
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a. Contractor acknowledges that it is commissioned by the State to perform the Project
Services detailed in the Contract which may include the development of intellectual
property by Contractor, its Subcontractors, partners, employees or agents for the
State (“Custom Products”). Unless otherwise specified in writing in the Contract,
upon the creation of such Custom Products, Contractor hereby conveys, assigns
and transfers to the State the sole and exclusive rights, title and interest in the
Custom Products, whether preliminary, final or otherwise, including all trademark
and copyrights. Contractor hereby agrees to take all necessary and appropriate
steps to ensure that the Custom Products are protected against unauthorized
copying, reproduction and marketing by or through Contractor, its agents,
employees, or Subcontractors. Nothing herein shall preclude the Contractor from
otherwise using the related or underlying general knowledge, skills, ideas, concepts,
techniques and experience developed in performing Services under the Contract in
the course of Contractor’'s business. The State may, by providing written notice
thereof to the Contractor, elect in the alternative to take a non- exclusive perpetual
license to Custom Products in lieu of taking exclusive ownership and title to such
Products. In such case, the State shall be granted a non-exclusive perpetual license
to use, execute, reproduce, display, perform, adapt and distribute Custom Product
as necessary to fully effect the general business purpose(s) as stated in the
Contract.

b. Ownership of and Title to Existing Software

Title and ownership to existing software delivered by Contractor under the Contract
that is normally commercially distributed by the Contractor or a third-party
proprietary owner, whether or not embedded in, delivered or operating in conjunction
with hardware or Custom Products shall remain with Contractor or the third party.
Effective upon acceptance, such existing software shall be licensed to the State and
must, at a minimum, grant the State a non-exclusive, perpetual license to use,
execute, reproduce, display, perform, adapt (unless Contractor advises the State as
part of Contractor’s proposal that adaptation will violate existing agreements or
statutes and Contractor demonstrates such to the State’s satisfaction) and distribute
existing software to the State up to the license capacity stated in the Contract with
all license rights necessary to fully effect the general business purposes stated in
the Solicitation. With regards to third party software, the Contractor shall be
responsible for obtaining these rights at its sole cost and expense.

28. Confidentiality and Non-Disclosure

a. Confidentiality

Except as may be required by applicable law or a court of competent jurisdiction, the
Contractor, its officers, agents, employees, and subcontractors, if any, shall maintain
strict confidence with respect to any “Confidential Information” to which the Contractor,
its officers, agents, employees, and subcontractors, if any, have access. This
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requirement shall survive termination of the Contract. Contractor agrees that all officers,
agents, employees and subcontractors, if any, shall be made aware of and shall agree
to the terms of this Contract. Upon the request of the State or Department, all of
Contractor’s officers, agents, employees and subcontractors with access to Data shall
cooperate in executing a written confidentiality/nondisclosure agreement and/or security
addendum under applicable confidentiality and privacy laws, rules, and regulations or
policies. If the State or Department does not request the execution of a written
confidentiality/nondisclosure agreement and/or security addendum then Contractor shall
ensure all officers, agents, employees and subcontractors with access to Data are
bound by a confidentiality/nondisclosure agreement and/or security addendum
requirements consistent with applicable confidentiality and privacy laws, rules and
regulations or policies.

For purposes of the Contract, all data from the State of which Contractor, its officers,
agents, employees, and subcontractors, if any, becomes aware during the Contract
performance shall be deemed to be Confidential Information (whether oral, visual or
written). Notwithstanding the foregoing, data that falls into any of the following
categories shall not be considered Confidential Information:

I information that is previously rightfully known to the receiving party without
restriction on disclosure;

ii.  information that becomes, from no act or failure to act on the part of the
receiving party, generally known in the relevant industry or is in the public
domain; and

iii.  information that is independently developed by Contractor without use of
Confidential Information of the State.

In the event that it is necessary for Contractor to receive Confidential Information, which
Federal or State statute or regulation prohibits from disclosure, Contractor hereby
agrees it shall not retain a copy of such Confidential Information and shall either return
or destroy, in accordance with the provisions of this Contract, all such Confidential
Information when the purpose that necessitated its receipt by Contractor has been
completed.

Notwithstanding the foregoing, if the return or destruction of the Confidential Information
is not feasible, Contractor agrees to extend the contractual protections for as long as
necessary to protect the Confidential Information and to limit any further use or
disclosure of that Confidential Information.

Contractor agrees that it shall use all appropriate safeguards to prevent any

unauthorized use or unauthorized disclosure of Confidential Information, which Federal
or State statute or regulation prohibits from disclosure.
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Contractor agrees that it shall immediately report to the Department the discovery of any
unauthorized use or unauthorized disclosure of such Confidential Information in
accordance with the Contract notification provisions. The Parties agree that a violation
of this section shall be deemed a material breach of contract.

b. Non-disclosure: Except as otherwise required by law, Contractor shall not
disclose Data to a third party. Except where expressly prohibited by law, Contractor
shall promptly notify the Department of any subpoena, warrant, judicial, administrative
or arbitral order of an executive or administrative agency or other governmental
authority of competent jurisdiction (a “Demand”) that it receives and which relates to or
requires production of the information or data Contractor is processing or storing on the
State’s behalf where the State is the object of the underlying subpoena, warrant,
judicial, administrative or arbitral order. If Contractor is required to produce information
or data in response to such Demand, Contractor will provide the Department with the
information or data in its possession that it plans to produce in response to the Demand
prior to production of such information or data. Except as otherwise required by law,
Contractor shall provide the Department with reasonable time to assert its rights with
respect to the withholding of such information or Data from production. If the State is
required to produce information or data in response to a Demand, Contractor will, at the
State’s request and unless expressly prohibited by law, produce to the State any
information or data in its possession that may be responsive to the Demand and shall
provide assistance as is reasonably required for the State to respond to the Demand in
a timely manner. The State acknowledges that Contractor has no responsibility to
interact directly with the entity making the Demand. The Parties agree that the State's
execution of this Contract, does not constitute consent to the release or production of
Data or information.

Contractor agrees that access to and use of sensitive and Confidential Information is
limited to authorized employees and legally designated agents, for authorized purposes
only.

To the extent that Contractor, or Contractor Staff have access to Federal, State or local
government Regulated Data pursuant to their responsibilities under the Contract,
Contractor agrees that it will abide by the requirements of those Federal and State laws
and regulations.

29. Freedom of Information Law

Disclosure of information related to this solicitation and the resulting Contract shall be
permitted consistent with New York State laws, specifically the Freedom of Information
Law (FOIL). The Department shall take reasonable steps to protect from public
disclosure any records or portions thereof relating to this solicitation that are exempt
from disclosure under FOIL. Information constituting trade secrets or critical
infrastructure information for purposes of FOIL must be clearly marked and identified as
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such by the Contractor upon submission in accordance with the solicitation provisions. If
the Contractor intends to request an exemption from disclosure under FOIL, the
Contractor shall at the time of submission, request the exemption in writing and provide
an explanation of why the information should be exempted from disclosure pursuant to
Public Officers Law 8§ 87(2) of FOIL. Acceptance of the identified information by the
Department does not constitute a determination that the information is exempt from
disclosure under FOIL. Determinations as to whether the materials or information may
be withheld from disclosure will be made in accordance with FOIL at the time a request
for such information is received by the Department.

30. Data Ownership and Use

All Data is owned exclusively by the Department and will remain the property of the
Department. Contractor is permitted to use Data solely for the purposes set forth in the
Solicitation and resulting Contract, and for no other purpose. At no time shall the
Contractor access, use, or disclose any Confidential Information (including personal,
financial, health, or criminal history record information) for any other purpose. The
Contractor is strictly prohibited from releasing or using Data or information for any
purposes other than those purposes specifically authorized by the Department.
Contractor agrees that Data shall not be distributed, used, repurposed, transmitted,
exchanged or shared across other applications, environments, or business units of the
Contractor or otherwise passed to other contractors, agents, subcontractors or any
other interested parties, except as expressly and specifically agreed to in writing by the
Department. This provision shall survive the termination of the Contract.

31. Termination

l. In addition to the provisions set forth in Appendix A or elsewhere in this
Contract, this Contract may be terminated as follows:

a. For Convenience:
By written notice, this Contract may be terminated at any time by the State
for convenience upon sixty (60) calendar days written notice without
penalty or other early termination charges due. If the Contract is
terminated pursuant to this paragraph, the State shall remain liable for all
accrued but unpaid charges incurred through the date of the termination.

b. For Cause:
The Contract may be terminated by the Department for cause upon the
failure of the Contractor to comply with the terms and conditions of the
Contract, provided that the Department shall give the Contractor written
notice. Such written notice will specify the Contractor’s failure and the
termination of the Contract. Termination shall be effective no earlier than
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thirty (30) Calendar Days after receipt of such notice unless the
Contractor, in the opinion of the Department, has cured such failure. Such
cure period may be extended by the Department in writing. The Contractor
agrees to incur no new obligations nor to claim for any expenses made
after receipt of the notification of termination without the prior written
approval of the Department. Upon termination for cause, the Department
shall have the right to award a new contract to another contractor.
Termination for cause shall create a liability upon the Contractor for actual
damages incurred and for all reasonable additional costs incurred in
reassigning the Contract.

For Suspension or Delisting of Contractor’s Securities:

The State, in its sole discretion, may terminate the Contract or exercise
such other remedies as shall be available under the Contract, at law or in
equity if: the Contractor’s securities are suspended or delisted by the New
York Stock Exchange, the American Stock Exchange, or the NASDAQ, as
applicable: the Contractor ceases conducting business in the normal
course, becomes insolvent, makes a general assignment for the benefit of
creditors, suffers or permits the appointment of a receiver for its business
or assets; or avails itself of or becomes subject to any proceeding under
the Federal Bankruptcy Act or any statute of any state relating to
insolvency or the protection of rights of creditors.

. For Vendor Responsibility Related Findings:

The Department may, in its sole discretion, terminate the Contract if it
finds at any time during the Contract term that the Contractor is non-
responsible, or that any information provided in the Vendor Responsibility
Questionnaire submitted with Contractor’s Bid was materially false or
incomplete, or if the Contractor fails to timely or truthfully comply with
Department’s request to update its Vendor Responsibility Questionnaire.

. Termination for Non-Responsibility:

Upon written notice to the Contractor, and after a reasonable opportunity
to be heard with the appropriate Department officials, the Contract may be
terminated by the Commissioner at the Contractor’s expense where the
Contractor is determined to be non-responsible. In such an event, the
Commissioner may complete the contractual requirements in any manner
s/he may deem advisable and pursue legal or equitable remedies for the
Contractor’s breach.

For Lack of Funds:

The Contract may be terminated immediately in the event the Department
determines that funds are unavailable. The Department agrees to provide

19



notice to the Contractor as soon as it becomes aware that funds are
unavailable in the event of termination under this paragraph. If the initial
notice is via oral notification, the Department shall provide written notice
immediately thereafter. The Department shall be obligated to pay the
Contractor only for the expenditures made and obligations incurred by the
Contractor until such time as notice of termination is received, in writing,
by the Contractor from the Department.

Il. Mitigation of Costs:
The Contractor shall not undertake any additional or new obligations
under this Contract on or after the receipt of notice of termination without
the prior written approval of the State. On or after the receipt of a notice of
termination and during the termination notice period, the Contractor shall
take all commercially reasonable and prudent actions to mitigate
additional costs to the State and close out any unnecessary State
obligations or expenses which do not impact the level of service required
by the Contractor under the Agreement.

32. Continuing Obligation to Remain Responsible

The Contractor shall at all times during the Contract term remain responsible. The
Contractor agrees, if requested by the Commissioner or his or her designee, to present
evidence of its continuing legal authority to do business in New York State, integrity,
experience, ability, prior performance, and organizational and financial capacity,
including the submission of an updated Vendor Responsibility Questionnaire.

The Contractor is required to promptly report to the Department any material changes in
the information reported in its initial Vendor Responsibility Questionnaire.

33. Suspension of Work

The Department reserves the right to suspend any or all activities under the Contract, at
any time, in the best interests of the State. In the event of such suspension, the
Contractor will be given a formal written notice outlining the particulars of such
suspension. Examples of the reasons for such suspension include but are not limited to,
a budget freeze on State spending or declaration of emergency. Upon issuance of such
notice, the Contractor shall comply with the suspension order. Contractor shall be paid
for Services performed prior to suspension in accordance with the Contract. Such
suspension will be lifted upon written notice to Contractor.

Nothing in this paragraph shall diminish the State’s right to terminate the Contract as
provided in the Contract.
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a.

34. Default

If either party breaches a material provision of this Contract and such breach
remains uncured for a period of thirty (30) days after written notice thereof from the
other party specifying the breach, then the other party may, at its option, terminate
this Contract in accordance with the provisions of the Contract and exercise such
other remedies as shall be available under the Contract, at law and/or equity.

If, due to default that remains uncured for the period provided herein, a third party
shall commence to perform Contractor's obligations under this Contract, the State
shall thereafter be released from all obligations to Contractor hereunder, including
any obligation to make payment to Contractor, provided however that the State shall
continue to be obliged to pay for any and all Services provided prior to any such
date, and if any lump-sum payment has been made, the State shall be entitled to a
pro-rata refund of such payment.

35. General Provisions as to Remedies

Except as otherwise set forth in the Agreement, the Parties may exercise their
respective rights and remedies at any time, in any order, to any extent, and as often
as deemed advisable, without regard to whether the exercise of one right or remedy
precedes, concurs with or succeeds the exercise of another. A single or partial
exercise of a remedy shall not preclude a further exercise of the right or remedy or
the exercise of another right or remedy from time to time. No delay or omission in
exercising a right or remedy, or delay, inaction, or acquiescence to, an event
otherwise constituting a breach or default under the Contract.

In addition to any other remedies available to the State under the Contract and state
and federal law for Contractor’s default, the State may choose to exercise some or
all of the following:

I Suspend, in whole or in part, payments due to Contractor under this Contract;
il. Pursue equitable remedies to compel Contractor to perform;
iii.  Apply Service Credits against amounts due and owing by the State under the
Contract; or
iv.  Require Contractor to cure deficient performance or perform the
requirements of the solicitation at no charge to the State.

36. Cooperation with Third Parties

Upon request by the State, the Contractor shall reasonably cooperate with any third
party designated by the State such as, but not limited to, other contractors or
Subcontractors, including successor Contractors, retained by the State.
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37. Publicity and Communications

The Contractor shall ensure that all requests for the Contractor's participation in events
where the Contractor will be participating on behalf of the Department receive prior
written authorization from the Department.

No public discussion or news releases relating to the Contract shall be made or
authorized by the Contractor or the Contractor's agent without the prior written approval
of the Department, which written approval shall not be unreasonably withheld or
delayed. Contractor shall be authorized to provide copies of the Contract and answer
any questions relating thereto to any State or federal regulators or, in connection with its
financial activities, to financial institutions for any private or public offering.

38. Accessibility

a. Web Accessibility:
Any network-based information and applications development, or programming
delivered to or by the State pursuant to this contract or procurement, will comply
with Section 508 of the Rehabilitation Act of 1973, as amended, and be
consistent with New York State Enterprise IT Policy NYS-P08-005, Accessibility
of Information Communication Technology, as such policy may be amended,
modified or superseded (the “Accessibility Policy”). The Accessibility Policy
requires that the Department’s Information Communication Technology shall be
accessible to persons with disabilities as determined by accessibility compliance
testing. Such accessibility compliance testing will be conducted by Contractor and
any report on the results of such testing must be satisfactory to the Department.

b. Language Access for Individuals with Limited English Proficiency:
Executive Order 26 (EO 26), directs executive state agencies that provide direct
public services to offer language assistance services (translation and interpretation)
to people of Limited English Proficiency (LEP). If applicable, any solution being

procured which is deemed to provide a “direct public service” must comply with EO
26.

39. Branding and Universal Web Navigation

Any public facing web-based information and applications development, or
programming delivered pursuant to the Contract shall comply with New York State
Information Technology Standard, NYS-S16-001- New York Universal Web Navigation
and New York State Branding Guidelines as such policy and standard may be
amended, modified or superseded.
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40. Migration

Contractor's services performed under this Contract will ensure easy migration of the
Data including Confidential Information under this Contract by providing its solution in a
manner designed to do so. This may include maintaining that information in a format
that allows Department to easily transfer it to an alternative application platform.
Contractor will make its Application Programming Interfaces (APIs) available to
Department.

41. Disclosure of Breach

Notwithstanding on any other provision of this Contract or requirements of law or
regulation, the Contractor shall provide notice to the Department as soon as possible
following the Contractor’s discovery or reasonable belief that there has been
unauthorized disclosure or loss of sensitive or Confidential Information (“Security
Incident”).

a. Within twenty-four (24) hours of the discovery or reasonable belief of a Security
Incident, the Contractor shall provide a written report to the Department detailing the
circumstances of the incident, which includes at a minimum:

I A description of the nature of the Security Incident;

ii.  The type of Department information involved including the categories of data;

iii. ~ Who may have obtained the Department information;

iv.  What steps the Contractor has taken or shall take to investigate the Security
Incident;

v.  What steps the Contractor has taken or shall take to mitigate any negative
effect of the Security Incident; and

vi. A point of contact for additional information.

b. Each day, or as otherwise mutually agreed to in writing by the Department and
Contractor, thereafter until the Contractor’s investigation is complete or otherwise
directed by the Department, the Contractor shall provide the Department with a
written report regarding the status of the investigation and the following additional
information as it becomes available:

I Who is known or suspected to have gained unauthorized access to the
Department’s information;

il. Whether there is any knowledge if the Department information has been used
in an unauthorized fashion or compromised;

iii.  What additional steps the Contractor has taken or shall take to investigate the
Security Incident;
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iv.  What steps the Contractor has taken or shall take to mitigate any negative
effect of the Security Incident; and

v.  What corrective action the Contractor has taken or shall take to prevent future
similar unauthorized use or disclosure.

c. Contractor shall also take immediate and necessary steps needed to restore the
information security system to prevent further breaches.

d. The Contractor shall confer with the Department regarding the proper course for the
investigation and risk mitigation. The Department reserves the right to conduct an
independent investigation of any Security Incident, and should the Department
choose to do so, the Contractor shall reasonably cooperate by making resources,
personnel, and systems access available to the Department and the Department’s
authorized representative(s) who may include the New York State Chief Information
Security Office.

e. Subject to review and approval of the Department, the Contractor shall, at its own
cost, without limitation, provide notice that satisfies the requirements of applicable
law or regulation to individuals whose personal, confidential, or privileged data were
compromised or likely compromised as a result of the Security Incident as well as
notice to any regulatory authority as required under the Contract or applicable law or
regulation. If the Department, in its sole discretion, elects to send its own separate
notice, then all costs associated with preparing and providing notice shall be
reimbursed to the Department by the Contractor. If the Contractor does not
reimburse such costs within thirty (30) calendar days of the Department’s written
request, the Department shall have the right to collect such costs including as a set-
off against moneys due the Contractor.

f. The Department reserves the right to require the Contractor to provide commercially
standard credit monitoring for any and all individuals affected by the data breach at
the sole expense, without limitation, of the Contractor for a period not to exceed 12
months, which shall begin 30 days following the notice of offer from the Contractor of
such credit monitoring to those affected individuals, which shall be within a
reasonable time following the identification of such affected individuals. The
Department reserves the right to require notice by regular or electronic mail.
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